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Quality of Service v IP sitich



ProC IP QoS?

— Aplikace X bézi pomalu !!!

— Video broadcast obcas strankuje!

— Telefonni volani pres IP nejsou lepsi nez pres
satelit!

— Telefonni volani pres IP ma Spatnou kvalitu!

— Platebni transakce pres ATM jsou nespolehlivé !!



Protoze ...

« Aplikace X bézi pomalu !!! (nedostatek BANDWIDTH)

— Video broadcast obcas strankuje!(DELAY se
prechodné zvétsuje —JITTER)

— Telefonni volani pres IP nejsou lepsi nez pres
satelit! (velké zpozdéni DELAY)

— Telefonni volani pres IP ma Spatnou kvalitu!
(mnoho volani najednou — ADMISSION CONTROL)

— Platebni transakce pres ATM jsou nespolehlivé!
(mnoho DROPs paketu)



Co je pricinou ...

— Nedostatek bandwidth — mnoho ruznych provozu
bojuje o limitované mnozstvi pasma (bandwidth)

— Prilis velké zpozdéni — pakety prochazeji sitovymi
zarizenimi a linkami a tim se zvysuje celkové
zpozdeéni (delay)

— Promeénné zpozdéeni — nekdy prilezitostny provoz
docCasné zvysi zpozdéni

— Drops —paket je velmi casto zahozen kdyz je linka
nebo prvek pretizen



QoS: Popis BW,Delay,Jitter a Loss

Bandwidth

*Delay
oJitter
°LOSS



Dostupny Bandwidth

@-_@_.\ -\ @’_|_ =

-\ [100wepe |

*Maximum dostupné bandwidth je ekvivalentni bandwidth nejslabsi linky BW__, =
min(10M, 256k, 512k, 100M)=256kbps

*Pokud vice toku o stejny bandwidth miva to za nasledek velkou ztratu bandwidth pro
kazdou z jednotlivych aplikaci BW, ., = BW, . /Flows




Jak uvolnit pasmo ?




Jak uvolnit pasmo ?

FIFO queuing

* Zvyseni kapacity linky . Dobré reSeni ale drahé !!!!



Jak uvolnit pasmo ?

Ny

Efektivni queuing

* Zvyseni kapacity linky . Dobré reSeni ale drahé !!!!
* Vezmi pasmo méné dualezitym aplikacim !!



Jak uvolnit pasmo ?

Efektivni queuing

Compress
the Payload

* Zvyseni kapacity linky . Dobré reSeni ale drahé !!!!
* Vezmi pasmo méné duilezitym aplikacim !!

* Kompresuj payload v L2 ramcich!



Jak uvolnit pasmo ?

Compress
the Headers

Efektivni queuing

Compress
the Payload

Zvyseni kapacity linky . Dobré reSeni ale drahé !!!!
* Vezmi pasmo méné dualezitym aplikacim !!

Kompresuj payload v L2 ramcich !

Kompresuj hlavicku v IP paketech !
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Kompresuj hlavicku v IP paketech !



Jak uvolnit pasmo ?

\ Compress K
the Headers
Efektivni queuing

Compress
the Payload

Zvyseni kapacity linky . Dobré reSeni ale drahé !!!!
* Vezmi pasmo méné dualezitym aplikacim !!
Kompresuj payload v L2 ramcich !

Kompresuj hlavicku v IP paketech !
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Delay = S1+P1 + F1+Q1 + S2+P2 +F2+ Q2 +
S3+P3+F3+Q3 ......... =X ms

— End-to-end zpozdéni je sumou serializace(S),
propagace(P), processing/forwarding(F), queue
delay(Q),shaping(SH) delay,network delay(N),codec
delay(C) a compression (CO) delay na cesté paketu



/pozdéni - Delay

Nektera druhy zpozdéni jsou fixni:
— Serializace = bits sent / link speed
* Napr. Client posila data serveru o velikosti 125 bytu.

125 byte=1000 bitu
Serializacni zpozdéni(Sd) na FastEthernetu je

—Sd=1000/100.000.000 = 0.01 milisekund
Serializacni zpozdéni(Sd) na lince 128Kbit/s je

—Sd=1000/128.000= 7.8 milisekund

Pokud je paket velky 1500bytU je na lince 128Kbit/s
Sd=93 milisekund

(pozor na rozdil bandwidth a block rate !)



/pozdeni— Delay fixni

° Propagacni delay (Pd) je Cas, za jaky se dostane jeden bit
z jedné strany linky na druhou.
— Pro elektricky kabel:
e Pd= délka kabelu (m) /2.1 x 100.000.000 (m/s)
— Pro opticky kabel:
e Pd= délka kabelu (m) /3.0 x 100.000.000 (m/s)
Napr. 5km metalické linky ma Pd= 0.024 milisekund
1000km metalické linky ma Pd= 4.8 milisekund

— Codec delay (Cd) je Cas za ktery je realizovano vzorkovani
reci na paket.

* Typicky 160 byte Voice Payload na G.711 ma Cd=20m:s,
20 byte Voice Payload na G.729 ma Cd=20ms. Nelze jej
ovlivnit.



/pozdéeni — Delay proménné

*Queuing delay (Qd) je zpozdéni proménné velikosti a
vznika naplnénim pakett do fronty na odchozi
interface. Je Uzce svazano s Sd a tim s rychlosti linky.
— Napt. 4 pakety o velikosti 1500 bytl maji odejit Serial
interface o rychlosti 56 Kbit/s na vzdalenost 1000km z R1
do R2. Nez odejde prvnich 1500 byte ostatni musi Cekat Sd.

Posledni paket musi tedy cekat 3x Sd 1500 bytového
paketu (Sd=214ms, Pd=4.8ms)

* Qd=3xSd=214x3=642ms
e Pokud to vidim z pohledu R2 pak ten musi Cekat :
—Qd=4xSd+Pd=4x214+4.8=860.8 ms



/pozdéeni — Delay proménné

*Forwarding/ processing delay (Fd) je zpozdéni proménné
velikosti popisujici za jakou dobu je paket prichazejici do
vstupniho interface premistén do vystupni fronty na prislusny
vystupni interface.

*Shapping delay (Shd) je zpoZdéni proménné velikosti, které
muze a nemusi byt implementovano. Shapping je
implementovan pro pripad, kdy provoz prekroci urcity stanoveny
kontrakt. Tento problém muze nastat napr. kdyz je pristupova
rychlost (AR) 128 Kbit/s, CIR je 64 Kbit/s a Bc je 12 Kbit/s. Router
vzdy posila bity na fyzické rychlosti AR a shapping déla to, ze
router zamerné zpomaluje posilani paketd tak, aby byl zachovan
prumér okolo CIR.



/pozdéeni — Delay proménné

 Network delay (Nd) je zpozdéni promé&nné velikosti, které je
realizovano v poskytovatele prenosovych sluzeb.Na obr.jsou
routery R2 a R3 pripojeny pres WAN sit poskytovatele. Mohu
pouze spocitat Sd na vstupu do WAN a Sd na vystupu z WAN coz
jeuSd R2=1500 * 8/128000 = 94ms, u Sd_R3=1500 *
8/2048000 = 5.8ms

e Celkem tedy 99.8 ms.

 WAN je nutno osetrit na zakladé SLA s poskytovatelem.



Shrnuti problematiky zpozdéni
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Nastroje na optimalizaci zpozdéni

*Nejlepsim nastrojem je ... vice pasma !!!

* Bohuzel vice pasma snizuje pouze serializacni
zpozdéni ale neresi vSe. Muze pouze
zamaskovat dalsi problémy.

— DalSsi nastroje:

* Queuing (rizeny) — vice vystupnich front s
prioritou pro urcity provoz a osetrenych pomoci
riznych algoritmu

* Fragmentace a interleaving — z duvodu
serializace mohou velké pakety (1500byte)
branit odchodu malych paketd, typickych pro
VolP.Proto jsou pred stupen do front
fragmentovany a pak zarazeny do prislusné
fronty.



Nastroje na optimalizaci zpozdéni

* Komprese paketl — provadi se z duvodu snizeni
velikosti vstupniho paketu pred umisténim do
vystupni fronty. Napr. velikost 1500byte je
mozné kompresovat na 750byte. Redukuje se
tak serializacni zpozdéni ale zvysuje se tady
processing time pro kompresi a dekompresi
paketuU.

* Traffic shapping — jde o uméle zvysené zpozdéni
paketu pro redukci zahozenych paketu uvnitr
prenosove sité napr. Frame Relay nebo ATM



Jak redukovat zpozdéni?




Jak redukovat zpozdéni?

FIFO queuing

— Zvyseni kapacity linky . Dobré reseni ale drahé !!1!!



Jak redukovat zpozdéni?

Efektivni queuing

— Zvyseni kapacity linky . Dobré reseni ale drahé !!!!
* Forwarding ,,zajimavych” pakett jako prvnich !



Jak redukovat zpozdéni?

Efektivni queuing

Compress
the Payload

* Forwarding ,,zajimavych” pakett jako prvnich !

* Komprese 12 ramcl ( to ale vezme cas ).
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* Forwarding ,,zajimavych” pakett jako prvnich !
* Komprese 12 ramcl ( to ale vezme cas ).

* Komprese hlavicek L3 vrstvy !
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* Forwarding ,zajimavych” paketl jako prvnich !
* Komprese 12 ramcl ( to ale vezme cas ).

* Komprese hlavicek L3 vrstvy !
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Jak redukovat zpozdéni -nastroje?

\ Compress
the Headers

Compress
the Payload

* Forwarding ,,zajimavych” pakett jako prvnich !
* Komprese 12 ramcl ( to ale vezme cas ).

* Komprese hlavicek L3 vrstvy !



QoS: Popis BW,Delay,lJitter a Loss
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Jitter - problematika

*Jitter —je definovan jako kolisani v ,,bézném*
zpozdéni (delay) pri pruchodu pres sit od
,Zkusenostniho“ chovani sité. Toto chovani
nemusi mit vliv na datové orientované aplikace
ale muze mit vliv na kvalitu digitalizovaného
hlasu .

*Napr. hlasové pakety jsou ocekavany kazdych
20 ms ( isochronous traffic). Pokud dojde
nasledujici paket prijde za 30 ms pak 10 ms je
jitter.

*Nastroje pro osetreni Jitteru jsou shodné s
Delay




QoS: Popis BW,Delay,Jitter a Loss

Bandwidth

*Delay
oJitter
°LOSS



Loss - problematika

— Packet loss - bézné nastava kdyz vystupni fronta je
plnd . Napt. kdyz PC posle 50 paketl v
posloupnosti za sebou o velikosti 1500 bytu a
router R1 ma k dispozici pouze hloubku fronty na
40 paketu

— Dalsim bézny problém je kdyz linka je z néjakého
divodu zahlcena

— Nékdy je to duvod ke zméné nastaveni bufferu

nebo upgrade hardware (input drop, ignore,
overrun, no buffer, ...).



Loss - problematika

— Pro VolIP: lidské ucho detekuje uz ztratu 10ms v
hlasu, poslucha¢ muze rozumét i pri malé ztraté
paketU. CISCO DSP predpoklada ztratu voice
paketl do 30ms napr.v G.729 kodeku. Defaultné
kazdy voice packet obsahuje 20ms hlasu. Pokud 2
po sobé jdouci pakety jsou ztraceny nemuze DSP
znovu obnovit hlas a poslucha¢ to muze vnimat
jako ticho.

— Datové spoje: u TCP je pouzita obnova pozadavku
na zaslani dat



Packet Loss




Packet Loss




Packet Loss

Forwarding




Jak predchazet ztraté paketu?

FIFO queuing




Jak predchazet ztraté paketu?

FIFO queuing

— Zvyseni kapacity linky . Dobré reseni ale drahé !!!!



Jak predchazet ztrateé paketu?

Efektivni queuing

* Garantovani potrebného pasma pro aplikace ,citlivé” na ztratu paketu!



Jak predchazet ztrate paketu?

Efektivni queuing
Dropper

tak zajistit ochranu proti zahlceni !



Jak predchazet ztraté paketu-
nastroje?

Efektivni queuing

— Zvyseni kapacity linky . Dobré reseni ale drahé !!!!
* Garantovani potifebného pasma pro aplikace ,citlivé” na ztratu paketu!

lllll

tak zajistit ochranu proti zahlceni !



Jak predchazet ztraté paketu-
nastroje?

tak zajistit ochranu proti zahlceni !



Charakteristika voice prenosu

*\oice traffic =VolPVoFR,VoATM
— Zacina signalizaci ( TCP)

— Nasleduje RTP stream(UDP na portech 16384-
32767)

20 bytd 8 byta 12 byt variabilni

* Voice payload - G.711 ma 160 bytu, G.729 ma 20
bytu (CISCO defaultné generuje kazdych 20ms
vzorek digitalné zpracovaného hlasu




Charakteristika voice prenosu

*\oice bandwidth —zavisi na nekolika faktorech
— Na kodeku — G.711 (64Kbit/s) ,G.729 (8Kbit/s) ....
— Na packet overhead — IP/UDP/RTP
— Na data-link framing — zavisi jaka L2 je pouzita
(PPP,HDLC,ATM,FR,IEEE 802.2 ....)

— Na compression —VAD, L2 a L3 kompresi (payload
L2 a hlavicky L3)



Charakteristika voice prenosu

PoZadavky na prenosové pasmo zakladnich kodekt vcetné L2 header

Header Type and Size

ATM
53-Byte Cells
Ethemet PPP with a 48-Byte (Frame Relay |MLPPP MPLS WLAN

CODEC 14 Bytes b6 Bytes Payload 4 Bytes 10 Bytes i Bytes 24 Bytes
G711 at 85.6 kbps 82.4 kbps 106.0 kbps 21.6 kbps 24.0 kbps 81.6 kbps  |89.6 kbps
50.0 pps
G711 (SETP) at |87.2 kbps 84.0 kbps 106.0 kbps 23.2 kbps 85.6 kbps 83.2kbps |N/A
50.0 pps
G711 at TE.4 kbps 76.3 kbps 248 kbps 75.7 kbps 77.3 kbps 75.7 kbps 821.1 kbps
33.3 pps
G.TIL(SETP)y at |79.5 kbps 77.4 kbps A84.8 kbps 76.8 kbps T8.4 kbps 76.8 kbps  |N/A
33.3 pps
GUT29A at 29.6 kbps 26.4 kbps 42.4 kbps 25.6 kbps 28.0 kbps 25.6 kbps | 33.6 kbps
50.0 pps
G.729A (5RTP)y  |31.2 kbps 28.0 kbps 42.4 kbps 27.2 kbps 29.6 kbps 27.2kbps  |N/A

at 50.0 pps

G.T294 at
33.3 pps

22.4 kbps

20.3 kbps

28.3 kbps

19.7 kbps

21.2 kbps

19.7 kbps

25.1 kbps

GT29A (SRTP)
at 33.3 pps

23.5 kbps

21.4 kbps

28.3 kbps

2008 kbps

22.4 kbps

20.8 kbps

N/A




Charakteristika voice prenosu

*Voice delay

— Konstantni zpozdéni neni problém pokud je podle
ITU G.114 mezi 0-150ms (mysli se jednim
smérem), CISCO doporucuje 0-200ms,ITU G.114
povazuje zpozdeni 150-400 jako mozné ale jde o
degradovanou sluzbu

— Zpozdéni nad 400 ms je dle ITU G.114
neakceptovatelné



Charakteristika voice prenosu

— Mimo drive popsaného fixniho a variabilniho
zpozdeni ( popsané drive) ma voice delay jesté
dalSich specifické komponenty:

* Packetization delay — IP telefon nebo Gateway musi
shromazdit defaultné 20ms hovoru a pak muze vytvorit
prislusny voice payload.

* Codec delay - je Cas kdy proces konvertuje analogovy
signal do jeho digitalniho ekvivalentu. Pro priklad G.729

zpracovava najednou vzdy 10ms analogového hlasu.
— Look-ahead — zpozdéni pri prediktivnim kodeku — typicky 5 ms



Charakteristika voice prenosu

— Obeée zpozdéni se castecne prekryvaji.Dohromady
vezmou kolem 30 ms

* De-jitter Buffer Delay(jitter buffer) — nastava v sitové
infrastrukture .

— Dokaze adaptovat hlasovy provoz jako kontinualni v
pripade, ze nastane v siti jitter.

— Je mozné jej nastavovat staticky nebo dynamicky.

— Typicky je to v CISCO 40ms ( 2 x 20ms voice payload
)



Charakteristika voice prenosu

Celkové zpozdéni pro voice paket jdouci z leva do prava:
Total delay= 164 ms

CODEC: 10
Paketizace: 20 / De-jitter: 40

-/______ y Forwarding: 0 J—T
== UL Queuing: 0 === LI

Serialization: 0

Forwarding: 0
Queuing: 15
Serialization: 4
Propagation :0.5
Forwarding: O
Queuing: 0
Serialization: 0
Propagation :0

100Mbit/

AN
De-jitter: 40

Forwarding: 0
Queuing: 15
Serialization: 9

CODEC: 10
Paketizace: 20

Propagation :0.5
i; ? i NETWORK:50

Analog
telefon PEX telefon




Jak implementovat QoS?

— Best effort — no QoS is applied to packets (default
behavior)

— Integrated Services model — applications signal to
the network that they require special QoS

— Differentiated Services model — the network
recognizes classes that requires special QoS



Otazky ?

Dékuji za pozornost .



Integrated Services Model



Integrated Services

— The Internet was initially based on a best-effort
packet delivery service

— Today's Internet carries many more different
applications than 20 years ago

— Some applications have special bandwidth and/or
delay requirements

— The Integrated Services model (RFC1633) was
introduced to guarantee a predictable behavior of
the network for these applications

— QoS End-to-End
— Pro zajisténi prenosu je pouzivan CAC



Integrated Services

sexplicitni rezervace zdroju sité (kapacity linek, paméti ve
frontach, CPU prepinacich prvku) pro jednotlivé datové toky
*mala skalovatelnost (problém velkého mnozstvi tokU
prochazejicich paternimi smérovaci)
*Resource Reservation Protocol (RSVP)

- zakladem datovy tok, rezervace na celé cestée

- signalizace mezi prijemcem a aktivnimi prvky (a

aktivnimi prvky navzajem) proti sméru toku

- distinct a shared reservation

*nutna podpora na koncovych stanicich

*pfirozené pro spojove orientované sité (napr. ATM), ne paketove
orientované



IntServ Building Blocks

Policy Enforcement
Point (PEP)

&S & &f

Policy Decision
Point (PDP)

— Resource Reservation is used to identify an application (flow) and
signal if there are enough available resources for it

— Admission Control is used to determine if the application (flow) can
get the requested resources



IntServ Building Blocks

Local 1 Remote Admission Local
Admission Control Admission
oo} Policy Enforcement ontic}
request request > Point (P request > zé request e
g reserve < reserve < reserve < reserve
(== 4

Policy Decision
Point (PDP)

— Resource Reservation is used to identify an application (flow) and
signal if there are enough available resources for it

— Admission Control is used to determine if the application (flow) can
get the requested resources



Reservation and Admission
Protocols

— The resource ReSerVation Protocol (RSVP) was
developed to communicate resource needs
between hosts and network devices (RFC 2205-
2215)

— Common Open Policy Service (COPS) was
developed to offload admission control to a
central policy server (RFC 2748-2753)



IntServ Building Blocks

Local 1 Remote Admission Local
Admission Control Admission
oo} Policy Enforcement ontic}
request request > Point (P request > zé request e
g reserve < reserve < reserve < reserve
(== 4

Policy Decision
Point (PDP)

— Resource Reservation is used to identify an application (flow) and
signal if there are enough available resources for it

— Admission Control is used to determine if the application (flow) can
get the requested resources



RSVP-enabled Applications

— RSVP is typically used by applications carrying
voice or video over IP networks (initiated by a
host)

— RSVP with extensions is also used by MPLS Traffic
Engineering to establish MPLS/TE tunnels
(initiated by a router)

— Casto se pouziva integrace IntServ a DiffServ



IntServ Implementation Options

1) Explicit RSVP on each network node

Class of Service
or
Best Effort

2) RSVP ‘pass-through’ and CoS transport
- map RSVP to CoS at network edge
- pass-through RSVP request to egress

3) RSVP at network edges and ‘pass-through’ with
- best-effort forwarding in the core (if there is
enough bandwidth in the core)



Explicit RSVP Transport
IntServ End-to-End

RSVP

All Routers

- WFQ applied per flow omoooooEsE
based on RSVP requests '




RSVP Pass-Through
IntServ - DiffServ Integration

Precedence
OEOEEDO

Classifier - ¥
. DENENNEN oE BN
: Premium —{ ,_WRED [ — Egress Router
Standard EEEEE |®"©Em®E - RSVP protocol
- - >  sent on to destination
Ingress Router - - WFQ applied to
* RSVP protocol m manage egress flow
Mapped to
classes Backbone
Passed - WRED applied based

through to egress
on class



IntServ Support in 10S

— RSVP and Weighted Fair Queuing supported since
‘95

— RSVP signaling for VolIP calls supported on all VolP
platforms

— 10S supports hop-by-hop and pass-through RSVP

— RSVP-to-DSCP (DiffServ Code Point) mapping
(RSVP proxy) in 12.1T



Benefits and Drawbacks of the
IntServ Model

+ RSVP benefits:

» Explicit resource admission control (end to end)

e Per-request policy admission control (authorization
object, policy object)

 Signaling of dynamic port numbers (for example, H.323)
— RSVP drawbacks:
e Continuous signaling due to stateless architecture

 Not scalable



IntServ Model -priklad

*Konfigurace v CISCO :

* Router(config-if)# ip rsvp bandwidth [interface-
kbps] [single-flow-kbps]

* interface-kbps (nepovinné) sirka pdsma (v kbps) kterd bude na
rozhrani maximalné rezervovana pres RSVP. Rozsah je od 1 do
10,000,000.

 single-flow-kbps (nepovinné) sirka pasma (v kbps) alokovatelnad pro
jeden tok. Rozsah je od 1 do 10,000,000.

* Je zavisly na parametru Bandwith na interface
» Default hodnota je 75% bandwith



Common Open Policy Service

— Common Open Policy Service (COPS) provides the
following benefits when used with
RSVP(umoznuje definovat vstup a cilovy trafic):

* Centralized management of services

e Centralized admission control and authorization of
RSVP flows

— RSVP-based QoS solutions become more scalable



Differentiated Services Model



Differentiated Services Model

— Differentiated Services model describes services
associated with traffic classes

— Complex traffic classification and conditioning is
performed at network edge resulting in a per-
packet Differentiated Services Code Point (DSCP).

— No per-flow/per-application state in the core

— Core only performs simple ‘per-hop behavior's’ on
traffic aggregates

— Goal is Scalability



Topological Terminology

DS interior node

—

DS Egress
Boundary node

DS Ingress Boundary node

Boundary link

Downstream
DS domain

Upstream
DS domain

DS region

=) Traffic Stream = set of flows

——  Behaviour Aggregate (flows with the same DSCP)



Differentiated Services Model

*Klasifikace provozu do tfid, oznacovani paketu podle tfidy

*Definice Per-Hop Behavior (PHB) pfepinacich prvki (smérovacu,
prepinacu) pro kazdou tridu

*Pocet trid omezen - dobra skalovatelnost

*Pouze uprednostnéni nékterych dat (statisticka preference),
nikoli garance doruceni do predvidatelné doby



Differentiated Services Model

Klasifikace provozu:
*Klasifikace provozu se déje obvykle na hranicich sité nebo jejich
casti.
2. vrstva: 802.1pq (3 bity Class of Service (CoS) )
* 3. vrstva: v hlavicce IP paketu 8-bitové pole
— puvodné Type of Service (ToS), 8 trid IP Precedence

— Nyni predefinované na DSCP (Differentiated Service Code
Point)
*mapovani mezi CoS (L2) a ToS/DSCP (L3) na routerech



Differentiated Services Model

Original IPv4 ToS byte

Bits 0 1

IPv4 TOS Byte
Precedence
: ] T e o ot
' . “'? DTR-Bits ' Must
RFC 1122 L G ; Be
RFC 1349 Zero

Bits (0-2): IP-Precedence Defined
111 - Network Control

110 - Internetwork Control

101 - CRITIC/ECP

100 - Flash Override

011 - Flash

101 - Immediate

001 - Priority

000 - Routine

Bits (3—6): The Type of Service Defined
0000 - [all normal]

1000 - [minimize delay]

0100 - [maximize throughput]

0010 - [maximize reliability]

0001 - [minimize monetary cost]



Differentiated Services Model

DiffSrv Codepoint Field

Bits 0 1 2 3 4 5 6 7

DS-Field
CuU
Class Selector i A Y,
Codepoints ) v Cu rrgntl',-‘
: r v Unused
\ J

Differentiated Services Codepoint (DSCP)
RFC 2474



Packet Header Terminology

Former ToS byte = new DS field

— DS code point: a specific value of the DSCP portion of the
DS field, used to select a PHB (Per-Hop Behavior;
forwarding and queuing method)

— DS field: the IPv4 header ToS octet or the IPv6 Traffic Class
octet when interpreted in conformance with the definition
given in RFC2474. The bits of the DSCP field encode the DS
code point, while the remaining bits are currently unused.




Differentiated Services Model

Tridy zpracovani paketl ve smérovacich u DiffServ (Per-Hop
Behavior) :

- Expedited Forwarding (RFC 2598): "virtualni pevna linka",
sluzba konec-konec s malymi ztratami, malym, ale proménnym
zpozdénim a garantovanou Sirkou pasma.

- Assured Forwarding (RFC 2597): 4 tfidy (oznacovany Class
Selectorem, 1-4), v kazdé z nich 3 drop preference
(low=1,medium=2,high=3).

Oznacovani: AFxy, x-class selector, y-drop preference. x,y
zakodovano v DSCP.

- Best Effort



Mechanismy rizeni QoS v DiffServ

* aplikuji se pri zahlceni site, jinak predstavuiji
zbytecnou rezii

* cilem je garantovat minimalni sirku pasma,
maximalni zpozdéni a minimalni jitter



Mechanismy rizeni QoS v DiffServ

e Klasifikace a znackovani

* Redeni zahlceni (Congestion Management)

* Predchazeni zahlceni (Congestion Avoidance)
e Tvarovani provozu (Traffic Shaping a Policing)
* Fragmentace a interleaving



Klasifikace a znackovani

Klasifikace a znackovani vstupniho provozu

-klasifikace podle informace z L3-L7 (protokolu, IP
adres, portu, URL, MIME typu, ...), podle
vstupniho interface

-klasifikace odesilatelem nebo siti (NBAR:
Network- Based Application Recognition)

-paterni prepinaci prvky klasifikaci provedené na

hranici sité duveéruji



Mechanismy rizeni QoS v DiffServ

e Klasifikace a znackovani

* Redeni zahlceni (Congestion Management)

* Predchazeni zahlceni (Congestion Avoidance)
e Tvarovani provozu (Traffic Shaping a Policing)
* Fragmentace a interleaving



Redeni zahlceni (Congestion
Management)

*Prirazeni trid provozu do front (explicitni
prirazeni + default fronta) a ruzné rezimy
obsluhy front (vybéru dalsiho paketu pro
odesilani na vystupni linku).

*Cilem rozbijeni shlukt paketu (packet trains).



Redeni zahlceni (Congestion
Management)

Zakladni rezimy obsluhy front:
* FIFO
* Priority Queuing (PQ) - absolutni priority (vybér z prioritnéjsi
fronty, dokud neni prazdnad)
e Custom Queuing (CQ) - proporcionalni cyklické pridélovani
kapacity kazdé tridé provozu (round robin)



Redeni zahlceni (Congestion
Management)

Zakladni rezimy obsluhy front (pokr.):

*Weighted Fair Queuing (WFQ) - automatické tridéni do toku a
cyklicka obsluha kazdého toku, preference interaktivniho
provozu, zohlednéni IP precedence.

*Class-Based Weighted Fair Queuing (CBWFQ) - rozdélovani do
uzivatelem definovanych trid, nad nimi pak WFQ

*Low-Latency Queuing (LLQ) - WFQ + fronta s absolutni prioritou,
stridani mezi cyklem WFQ a prioritni frontou



Mechanismy rizeni QoS v DiffServ

e Klasifikace a znackovani

* Redeni zahlceni (Congestion Management)

* Predchazeni zahlceni (Congestion Avoidance)
e Tvarovani provozu (Traffic Shaping a Policing)
* Fragmentace a interleaving



Predchazeni zahlceni (Congestion
Avoidance)

*Standardni technika pri preplnéni front: tail drop.
*Problém globalni synchronizace v TCP

*Reden :
e RED - Random Early Discard
« WRED - Weighted RED
* RED slouzi pouze pro TCP (!)



Predchazeni zahlceni (Congestion
Avoidance)

*WRED - Weighted Random Early Discard

* prizaplnéni fronty nad urcitou hranici se zacnou pakety se
vzrustajici pravdépodobnosti zahazovat

* slow start vSech spojeni nenastane pfi tail drop, u nékterych
spojeni drive od RED

* weighted RED - prednostné se zahazuji pakety s nizsi prioritou
(pravdépodobnost zahozeni (drop) ovliviiuje nejen mira
naplnéni fronty, ale i priorita paketu)

* Konfigurace WRED: pro kazdou tridu provozu se definuje:
* minimalni délka fronty pro zahajeni zahazovani

e maximalni pripustna délka fronty (nad ni zahazovano vse)



Mechanismy rizeni QoS v DiffServ

e Klasifikace a znackovani

* Redeni zahlceni (Congestion Management)

* Predchazeni zahlceni (Congestion Avoidance)
e Tvarovani provozu (Traffic Shaping a Policing)
* Fragmentace a interleaving



Tvarovani provozu (Traffic Shaping a
Policing)

Traffic Shaping

eochrana pred shluky presahujicimi dohodnutou Sirku

pasma k poskytovateli (Commited Information Rate-
CIR)

edulezité pokud fyzicka rychlost rozhrani presahuje CIR
nékterého virtualniho okruhu

Traffic Policing
*podle dohodnutého CIR (pfip. EIR)
*leaky-bucket algoritmus




Mechanismy rizeni QoS v DiffServ

e Klasifikace a znackovani

e Reseni zahlceni (Congestion Management)

* Predchazeni zahlceni (Congestion Avoidance)
* Tvarovani provozu (Traffic Shaping a Policing)

* Fragmentace a interleaving



Fragmentace a interleaving

* na pomalych linkach (typ. pod 768 kbps), na
nichz je serializacni zpozdéni vyznamné

* pri provozu interaktivnich aplikaci (aby se jejich
pakety dostaly s prijatelnym zpozdénim a
jitterem mezi velmi dlouhé pakety)

* fesSi se fragmentaci dlouhych paketu



Match Conditions Keyword: Class-Map

Operatory pro klasifikaci provozu a
QoS policy akce

Classification

Classify Traffic

Match one or more attributes (partial list).

Access Control List (ACL)
COS

Differentiated Services Code Point
(DSCP)

Input-interface

Media Access Control (MAC) address
Packet length

Precedence

Protocol

VLAN

Policy Actions Keyword: Policy-Map

Pre-Queuing Queuing and Scheduling Post-Queuing

Immediate Actions Congestion Management Link Efficiency Mechanisms
and Avoidance

+ Mark (set QoS values) + Queue-limit + Compress header

+ Police + Random-detect + Fragment

* Drop + Bandwidth * (link fragmentation and

. Count + Fair-quete interleaving, Layer 2)

+ Estimate bandwidth + Priority
+ Shape



Jak implementovat QoS v CISCO?

Typicky priklad pro hlasovou aplikaci (LLQ):

Klasifikace
access-list 100 permit udp any any range 16384 32000
access-list 101 permit tcp any any eq 1720
access-list 102 permit tcp any any eq 80
access-list 103 permit tcp any any eq 23
class-map match-all voip

match access-group 100
class-map match-all voip-control

match access-group 101
class-map match-all datal

match access-group 102
class-map match-all data2

match access-group 103



Jak implementovat QoS v CISCO?
Typicky priklad pro hlasovou aplikaci (pokr.):

Definice police mapy se jménem llg
policy-map llq
class voip
priority 32
class voip-control
bandwidth 8
class datal

bandwidth 64
class data2
bandwidth 32
class class-default
fair-queue !
Aktivace na interface s encapsulaci HDLC :
interface Serial1/0
bandwidth 256

Service-policy output liq



Jak implementovat QoS v CISCO?

Aktivace na Multilink interface s PPP, fragmetaci a interleave:
interface Multilink7

bandwidth 768

ip address 10.10.10.10 255.255.255.0

ip tcp header-compression iphc-format

service-policy output llq

no cdp enable

ppp multilink

ppp multilink fragment-delay 10

ppp multilink interleave

multilink-group 7 ip rtp header-compression iphc-format
!

interface Serial4/0:0

bandwidth 768

no ip address encapsulation ppp

no fair-queue

ppp multilink multilink-group 7






